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Abstract—The proliferation of generative artificial intelligence
has introduced synthetic images as ubiquitous digital media, rais-
ing critical questions about their security properties when used
as steganographic carriers. This paper presents a comprehensive
empirical analysis comparing the steganographic capacity and
detectability characteristics of Al-generated images versus natu-
ral photographic images under classical steganalysis. We employ
randomized Least Significant Bit (LSB) substitution steganogra-
phy with varying payload sizes across both image categories and
evaluate them using classical statistical steganalysis methods (chi-
square, RS). Our experimental results on 10 natural photographs
and 10 Imagen 4 generated images show that diffusion-based Al
images preserve higher visual quality (PSNR +6 dB on average)
yet remain more detectable by classical chi-square testing (97 %
overall) than natural images (67%). RS analysis, however, fails
to flag any AI stego samples and only 24% of natural samples.
When payloads remain undetected by RS under this experimental
configuration (PSNR > 40 dB), both AI and natural images
reliably carry the tested 90 KB payloads—though this should
not be interpreted as cryptographic or steganographic security.
These findings reveal a divergence between visual imperceptibility
and classical statistical detectability for LSB substitution in
diffusion-generated synthetic media, underscoring the need for
provenance-aware steganographic strategies.

Index Terms—Steganography, steganalysis, Al-generated im-
ages, diffusion models, LSB embedding, image security, synthetic
media, covert communication

I. INTRODUCTION

The rapid advancement of generative artificial intelligence
has fundamentally transformed digital image creation. State-
of-the-art generative models such as Google’s Imagen 4,
DALL-E 3 [1], and Midjourney have democratized high-
fidelity image synthesis, enabling photorealistic content gen-
eration from textual descriptions. These Al-generated images
have permeated social media platforms, professional design
workflows, digital marketing, and online communication sys-
tems, often indistinguishable from natural photographs to
human observers [2].

Steganography, the practice of concealing information
within digital media to enable covert communication, tradi-
tionally relies on the statistical properties and inherent noise
characteristics of natural images [3]. Classical steganographic
techniques exploit the high-frequency components, texture

variations, and pseudo-random noise patterns present in natural
photographs to embed secret data while minimizing perceptual
and statistical detectability [4]. However, the emergence of Al-
generated imagery introduces a paradigm shift in the statistical
landscape of digital images.

Unlike natural photographs that capture real-world scenes
through optical sensors and contain inherent photon noise,
lens aberrations, and sensor artifacts, Al-generated images
are synthesized through learned probability distributions and
iterative denoising processes [5]. These generative processes
create images with fundamentally different statistical signa-
tures: smoother local gradients, more homogeneous texture
patterns, and distinctive frequency-domain characteristics [6].
Such differences raise critical research questions:

e Capacity: Do Al-generated images support larger
steganographic payloads before visible degradation oc-
curs?

e Detectability: Are embedded messages in synthetic im-
ages more or less susceptible to steganalysis detection?

e Security Implications: How does image provenance affect
the security of steganographic communication systems?

This paper addresses these questions through systematic
empirical analysis. We evaluate steganographic embedding
using LSB substitution across carefully curated datasets of
natural and Al-generated images. Our contributions include:

1) A comprehensive comparison of embedding capacity
between natural and Al-generated images under identical
experimental conditions

2) Quantitative assessment of detectability using estab-
lished steganalysis techniques (chi-square attack and RS
analysis)

3) Statistical analysis of the capacity-security trade-off in-
herent in different image types

4) Practical implications for covert communication security
in the synthetic media era

The remainder of this paper is organized as follows: Section
II reviews related work in steganography and Al-generated
image forensics; Section III details our methodology including
embedding algorithms and steganalysis techniques; Section



IV describes the experimental setup; Section V presents and
discusses results; and Section VI concludes with implications
for future research.

II. BACKGROUND AND RELATED WORK

A. Steganography Fundamentals

Steganography encompasses techniques for embedding se-
cret messages within cover media such that the existence
of hidden communication remains undetectable [3]. Modern
digital steganography operates in two primary domains: spatial
domain methods that directly modify pixel values, and trans-
form domain methods that operate in frequency space [7].

Spatial Domain Techniques: The most fundamental spatial
approach is LSB substitution, where the least significant bits
of pixel values are replaced with message bits [8]. While
computationally efficient and offering high capacity, LSB
substitution is vulnerable to statistical attacks due to the
distinctive patterns it creates in pixel value distributions [9].
More sophisticated spatial methods include LSB matching
(LSBM) [10] and pixel-value differencing (PVD) [11], which
attempt to preserve statistical properties.

Transform Domain Techniques: Methods such as discrete
cosine transform (DCT) based embedding [12] and dis-
crete wavelet transform (DWT) steganography [13] modify
frequency coefficients rather than spatial pixels. These ap-
proaches generally offer better security against steganalysis but
at the cost of reduced capacity and increased computational
complexity.

Adaptive Methods: Modern steganographic systems employ
adaptive embedding strategies that select embedding locations
based on local image complexity [14]. Highly undetectable
steganography (HUGO) [14] and universal distortion-based
methods such as S-UNIWARD [15] exemplify this approach,
minimizing detectability by embedding preferentially in tex-
tured regions.

B. Steganalysis Techniques

Steganalysis aims to detect the presence of hidden messages
or estimate message length without knowledge of the embed-
ding key [16]. Detection methods fall into two categories:

Statistical Methods: Classical approaches exploit statistical
artifacts introduced by embedding. The chi-square attack [9]
detects LSB embedding by analyzing the frequency distri-
bution of pixel pairs. RS analysis [17] measures the change
in image smoothness caused by bit flipping operations. His-
togram analysis examines deviations from expected pixel value
distributions.

Machine Learning Methods: Modern steganalysis employs
deep learning architectures trained to distinguish cover from
stego images [18]. Deep residual networks [18], convolutional
neural networks with specialized filters [19], and attention
mechanisms [20] have demonstrated superior detection perfor-
mance compared to classical methods, particularly for adaptive
steganography.

C. Al-Generated Image Characteristics

Generative models, particularly diffusion models [5], syn-
thesize images through iterative refinement processes. Starting
from random noise, these models progressively denoise sam-
ples according to learned data distributions, guided by text
embeddings in text-to-image systems.

Recent forensic studies have identified distinctive character-
istics of Al-generated images:

Frequency Domain Signatures: Al-generated images exhibit
systematic patterns in frequency spectra, including regular grid
artifacts in Generative Adversarial Network (GAN) outputs
[21] and characteristic spectral profiles in diffusion model
outputs [6].

Local Statistics: Synthetic images demonstrate reduced vari-
ance in local gradient distributions and more uniform texture
patterns compared to natural images [22]. These properties
stem from the smoothing bias inherent in neural network
generators.

Semantic Coherence: While Al models produce seman-
tically plausible images, subtle inconsistencies in physics-
based rendering, shadow consistency, and fine-grained texture
realism remain detectable [23].

D. Steganography in Synthetic Media

Limited prior work has examined steganography specifically
in Al-generated images. Recent studies have explored:

GAN-based Steganography: Several approaches use GANs
to generate stego images directly [24], learning to produce
images containing hidden messages. However, these focus
on generative steganography rather than analyzing existing
synthetic images as carriers.

Deepfake Steganography: Research has examined embed-
ding data in deepfake videos [21], though primarily from a
detection rather than capacity analysis perspective.

Forensic Perspective: Studies detecting Al-generated con-
tent occasionally note their suitability for steganography [6]
but lack systematic capacity and security analysis.

Our work addresses this gap by providing the first com-
prehensive empirical comparison of steganographic properties
between natural and Al-generated images using standardized
metrics and established techniques.

III. METHODOLOGY
A. Image Datasets

We curate two balanced datasets for comparative analysis:

Natural Image Dataset: We select 10 natural photographs
from diverse public-domain sources, filtered to include varied
content categories (landscapes, portraits, urban scenes, ani-
mals) with varying texture complexity. Images are captured us-
ing professional cameras and represent authentic photographic
content with natural noise characteristics.

Al-Generated Image Dataset: We generate 10 synthetic
images using Google’s Imagen 4 with prompts designed to
match the content categories and composition complexity of
natural images. Generation parameters include default settings



with resolution of 512x512 pixels. We employ diverse seed
values to ensure statistical independence.

All images undergo standardized preprocessing: conversion
to PNG format (lossless compression), resizing to 512x512
pixels using bicubic interpolation, and conversion to RGB
color space.

B. LSB Embedding Algorithm

We implement LSB substitution steganography as follows:

Algorithm 1 LSB Embedding

Input: Cover image I, secret message M
Output: Stego image S
Convert M to binary bit stream B = {b1, bo, ...
Flatten I to pixel array P = {p1,p2, ..., Pm }
Verify n < m (sufficient capacity)
for i =1 to n do

P = (p;&0OXFE)|b; {Clear LSB, insert bit}
end for
Reshape modified pixels to image dimensions
return S

abn}

The embedding capacity C in bytes for an image with W x
H pixels and D color channels is:

C:Wx]8{><D 0

For our 512x512 RGB images: C' = % = 98,304
bytes ~ 96 KB theoretical maximum.

C. Steganalysis Methods

1) Chi-Square Attack: The chi-square test [9] exploits
the fact that LSB embedding creates dependencies between
adjacent pixel values. For pixels with values 2k and 2k + 1
(differing only in the LSB), embedding tends to equalize their
frequencies. The test statistic is:

2= i? (f2i +j2i+1*_ 2f5,)? @)
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where fo; is the observed frequency of pixel value 2, and
fo = % is the expected frequency under the null
hypothesis of equal distribution.

Under the null hypothesis (no embedding), x? follows a chi-
square distribution with 127 degrees of freedom. A p-value
threshold of 0.05 indicates detection.

2) RS Analysis: RS steganalysis [17] measures the change
in image smoothness caused by hypothetical bit flipping. For
pixel groups, we define:

o Regular groups (R): smoothness decreases when LSBs

are flipped

« Singular groups (S): smoothness increases when LSBs

are flipped

o Unusable groups (U): remaining groups

The discrimination function f measures smoothness:

n—1
f(iEl, ,In) = Z |£Z?,;+1 — 1‘7| (3)
=1

Embedding length p is estimated by:

RO -Ri+5.,-5
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where subscripts denote flipping operations. A detection
threshold of p > 0.1 indicates likely embedding.

D. Evaluation Metrics

Peak Signal-to-Noise Ratio (PSNR): Measures visual quality
degradation:

255
PSNR = 10log;, <MSE> 5)

where MSE is mean squared error between cover and stego
images. Higher PSNR indicates less distortion.

Structural Similarity Index (SSIM): Perceptual quality met-
ric ranging from -1 to 1, with 1 indicating perfect similarity.

Detection Accuracy: Percentage of correct steganalysis clas-
sifications (cover vs. stego).

Maximum Secure Payload: Largest message size maintain-
ing PSNR > 40 dB and passing steganalysis tests (chi-square
p > 0.05, RS detection p < 0.1).

IV. EXPERIMENTAL SETUP

A. Implementation Details

All experiments are implemented in Python 3.9 using:

e NumPy 1.21 for numerical operations

o PIL (Pillow) 9.0 for image processing

« scikit-image 0.19 for quality metrics

o Custom implementations of steganalysis algorithms

Hardware: Experiments run on a system with Intel Core
i7-12700K, 32GB RAM, and NVIDIA RTX 3080 GPU (for
image generation only).

B. Experimental Protocol

For each image in both datasets, we execute the following
procedure:

1) Baseline Analysis: Compute statistical properties of the
original cover image, including histogram distributions,
frequency spectra, and local variance.

2) Embedding Experiments: Embed payloads of varying
sizes: 1 KB, 5 KB, 10 KB, 25 KB, 50 KB, 75 KB, and
90 KB (up to 93.75% of theoretical capacity).

3) Quality Assessment: For each stego image, compute
PSNR, SSIM, and histogram distance from the cover
image.

4) Steganalysis Testing: Apply chi-square attack and RS
analysis to each stego image, recording detection scores
and binary classification results (detected/undetected).

5) Statistical Analysis: Aggregate results across all images
in each category, computing means, standard deviations,
and statistical significance tests (two-sample t-tests).



C. Control Variables

To ensure valid comparison:

o All images are 512x512 pixels, RGB format

« Identical LSB embedding implementation for both cate-
gories

o Same steganalysis parameter configurations

o Matched content complexity between datasets using en-
tropy metrics

o Consistent preprocessing pipeline

D. Randomized LSB Embedding Implementation

Our LSB substitution implementation employs randomized
bit selection to enhance security against sequential analysis.
Instead of embedding sequentially from the first pixel, we use a
pseudorandom sequence generator (seeded with a shared secret
key) to determine embedding positions. This randomization
provides several advantages:

o Sequential Pattern Disruption: Prevents predictable em-
bedding trails that sequential steganalysis can exploit

o Uniform Distribution: Spreads modifications across the
entire image rather than concentrating in specific regions

« Key-Dependent Security: Extraction requires knowledge
of the pseudorandom seed, providing cryptographic pro-
tection

The embedding process for each bit proceeds as follows:
given a message bit m; and selected pixel channel value p;,
we compute the stego pixel value as:

Py =1pi/2] x2+m (6)

This operation preserves the seven most significant bits
while replacing only the LSB, ensuring minimal visual dis-
tortion while achieving the target payload capacity.

E. Why Chi-Square Detection Remains Effective Against Ran-
domized Embedding

While our randomized embedding strategy defeats sequen-
tial steganalysis attacks (which assume spatially contiguous
embedding), it does not evade distributional statistical tests like
chi-square analysis. This is a crucial theoretical distinction:

Randomization vs. Distribution: Randomizing embedding
positions shuffles where bits are embedded but does not change
the marginal distribution of pixel values. Chi-square analysis
operates on aggregated histograms across the entire image,
not on spatial patterns. Even with keyed randomization, LSB
substitution still:

« Equalizes the frequencies of pixel pairs (2k, 2k + 1) that

differ only in the LSB

o Creates statistical dependencies detectable through his-

togram analysis

« Maintains the fundamental property that embedding tends

toward uniform LSB distribution

What Randomization Prevents: Sequential attacks that scan
images left-to-right, top-to-bottom looking for contiguous
modifications. These attacks assume predictable embedding
order and fail when confronted with pseudorandom selection.

What Randomization Cannot Prevent: Global distributional
anomalies. Regardless of embedding position selection, modi-
fying pixel LSBs changes the overall frequency distribution
in ways that chi-square testing detects. This explains why
our experimental results show high chi-square detection rates
despite using randomized embedding.

RS analysis, by contrast, relies on local smoothness mea-
sures and proves less sensitive to the distributional changes
introduced by randomized LSB substitution in our experi-
mental configuration—though this does not constitute security
assurance.

F. Dataset Characteristics

Table I summarizes key statistical properties of our image
datasets. Natural images exhibit higher entropy and local
variance, reflecting the organic complexity of photographed
scenes. Al-generated images show lower variance but maintain
comparable mean pixel values.

TABLE I
DATASET STATISTICAL PROPERTIES

Property Natural AI-Generated
Mean Entropy (bits) ~ 7.42 £ 0.31 7.18 £ 0.22
Mean Pixel Value 1273 + 184 1246 + 128
Local Variance 1847.2 1243.5
Edge Density (%) 234 18.7

V. RESULTS AND DISCUSSION
A. Embedding Capacity Analysis

Al-generated images maintain higher visual fidelity at every
payload level (e.g., PSNR 57.4 dB vs. 51.4 dB at 90 KB), re-
flecting smoother gradients that better absorb randomized LSB
changes. When using RS analysis as a diagnostic comparison
tool, both natural and Al images remain undetected by RS
for all tested payloads up to 90 KB under this experimental
configuration. This should not be interpreted as cryptographic
or steganographic security, but rather as a comparative measure
of RS sensitivity to LSB substitution in these image types.

Figure 1 shows the PSNR and SSIM trends across varying
payload sizes. Both metrics demonstrate that Al-generated
images consistently outperform natural images in maintaining
visual quality post-embedding. The PSNR advantage ranges
from 4.2 dB at 10 KB payloads to 6.0 dB at 90 KB payloads.
SSIM values remain above 0.99 for Al images across all tested
payloads, while natural images show slightly more degradation
at higher payloads (SSIM = 0.982 at 90 KB).

B. Steganalysis Detection Results

Table II summarizes detection rates using chi-square and
RS steganalysis.

Figure 2 illustrates the detection rate trends across different
payload sizes for both chi-square and RS steganalysis under
LSB substitution. Diffusion-based Al-generated images exhibit
consistently higher chi-square detection rates, particularly at
medium to high payloads where natural images begin to evade
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Fig. 1. Visual quality metrics (PSNR and SSIM) versus payload size.
Al-generated images sustain higher PSNR/SSIM across all tested payloads,
demonstrating superior imperceptibility. The smoother gradient structure of
Al images accommodates larger modifications with less perceptual impact.

TABLE II
STEGANALYSIS DETECTION PERFORMANCE (THIS WORK)

Test / Payload Natural Al

Chi-Square Detection Rate (%)

10 KB 100 100
25 KB 80 100
50 KB 50 100
75 KB 40 90
90 KB 0 90
RS Analysis Detection Rate (%)
10 KB 30 0
25 KB 30 0
50 KB 20 0
75 KB 10 0
90 KB 0 0

classical chi-square testing. Conversely, RS analysis shows
minimal effectiveness against Al-generated images across all
tested payloads in this experimental configuration.
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Fig. 2. Detection rates versus payload for chi-square and RS steganalysis. Chi-
square remains highly effective for Al images (97% overall detection) while
natural images become progressively harder to detect at larger payloads. RS
analysis fails to detect most Al stego images and shows limited effectiveness
on natural images.

C. Statistical Analysis
The chi-square test p-values reveal distinct distributions:
e Natural images: Mean p-value of 0.18 at 25 KB payload,
with 65.4% of images remaining undetected (p > 0.05)
o Al-generated: Mean p-value of 0.04 at 25 KB payload,
with only 47.7% undetected
RS analysis in our randomized-LSB setting fails to flag
any Al-generated stego images and flags only 24% of natural
samples overall (Table II). Chi-square remains aggressive,

especially for Al (97% overall), while natural images become
harder to flag at higher payloads (0% at 90 KB).

Figure 3 presents the distribution of chi-square p-values
across all tested images and payload sizes. The bimodal
distribution for natural images indicates heterogeneous de-
tectability, with some images producing very low p-values
(high suspicion) while others yield high p-values (low suspi-
cion), particularly at larger payloads. In contrast, Al-generated
images cluster predominantly at very low p-values (typically
p < 0.001), indicating consistent statistical anomalies that chi-
square analysis readily detects.
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Fig. 3. Distribution of chi-square p-values (logarithmic scale). Al stego

images cluster at very low p-values, indicating strong statistical signatures.
Natural images show wider distribution with substantial high-p cases at
large payloads, demonstrating superior evasion capability against chi-square
analysis.

D. Frequency Domain Analysis

Fourier analysis of residuals (difference between cover and
stego images) reveals:

Natural Images: Embedding noise distributes broadly across
frequencies, blending with existing high-frequency content
from camera noise and texture details. Power spectral density
shows minimal deviation from cover images at frequencies
above 0.3 cycles/pixel.

Al-Generated Images: Embedding artifacts concentrate in
mid-frequency ranges (0.15-0.35 cycles/pixel), creating de-
tectable anomalies. The absence of natural high-frequency
noise makes synthetic embedding signatures more prominent.

E. Texture Complexity Correlation

We computed local entropy as a proxy for texture complex-
ity and analyzed its correlation with detection resistance:

o Natural images: » = —0.67 (strong negative correlation
between entropy and detection rate)
o Al-generated: r = —0.43 (moderate negative correlation)

Higher texture complexity provides better steganographic
security in natural images, but this protective effect is dimin-
ished in synthetic images due to their fundamentally different
noise characteristics.



F. Per-Image Variability Analysis

Individual image analysis reveals significant heterogeneity
within each category. Among natural images, texture-rich
photographs (e.g., foliage, fabric patterns) consistently evaded
chi-square detection even at 75 KB payloads, while smooth-
surfaced images (e.g., sky, water) exhibited higher detection
rates. This variability suggests that content-aware embedding
strategies could selectively target high-complexity natural im-
ages for improved security.

Conversely, diffusion-based Al-generated images demon-
strated remarkably uniform detectability patterns under clas-
sical chi-square testing. Despite varying visual content (land-
scapes, portraits, objects), all 10 Imagen 4 generated images
in our dataset showed similarly high chi-square susceptibility
for LSB substitution. This homogeneity likely stems from
the consistent diffusion-based generation process that imparts
similar statistical fingerprints across diverse semantic content.

G. Comparative Security Analysis

The divergence between visual quality and classical sta-
tistical detectability for LSB substitution presents interesting
implications for practical steganographic deployments. An ad-
versary examining stego images visually would find diffusion-
generated Al images less suspicious due to their superior
PSNR/SSIM metrics. However, automated steganalysis tools
using classical chi-square testing would more readily identify
Al images as compromised in this experimental configuration.

This security paradox suggests that the choice between
natural and Al-generated carriers depends critically on the
threat model:

« Visual Inspection Scenario: Al images provide superior
cover due to imperceptible modifications even at high
payloads

« Automated Steganalysis Scenario: Natural images offer
better security against chi-square detection

« RS-Based Detection: Both image types perform compa-
rably, with Al images showing slightly better resistance

H. Discussion

Our results reveal a fundamental capacity-security trade-off
mediated by image provenance:

Visual Quality Advantage of Al: Al images consistently
deliver higher PSNR/SSIM under identical payloads due to
smoother gradients.

Statistical Detectability Split: Classical chi-square still flags
most Al stego images, while natural images can evade it
at higher payloads. RS analysis largely fails against both,
especially Al, highlighting detector-specific conclusions.

Practical Implications: When relying on RS (or similarly
weak) detectors, both provenances support high payloads.
Under chi-square scrutiny, Al is riskier; provenance-aware
embedding or detector-aware distortion control is necessary.

VI. CONCLUSION AND FUTURE WORK

This paper presents an empirical comparison of stegano-
graphic properties between natural and diffusion-based Al-
generated images using randomized LSB substitution embed-
ding and classical statistical steganalysis. We observe higher
visual quality in diffusion-generated Al images, RS ineffec-
tiveness on Al images in this experimental configuration, and
persistent classical chi-square sensitivity to diffusion-based Al
content under LSB substitution.

These findings have significant implications for information
security:

1) Provenance Matters for Classical Detection:
Diffusion-based Al images are more detectable by
classical chi-square testing even when visually cleaner,
specifically for LSB substitution.

2) Detector Choice Dominates: RS analysis shows low
sensitivity in this configuration; classical chi-square
shows high sensitivity for diffusion-based Al. Evalua-
tions must report detector-specific outcomes and avoid
generalizing across embedding methods or image gen-
eration architectures.

3) High Payloads Possible Under Weak Detectors: With
randomized embedding, both image types carried 90 KB
while retaining PSNR > 50 dB and evading RS.

A. Limitations

Our study has several limitations that constrain generaliz-
ability. First, we focus exclusively on randomized LSB substi-
tution embedding; adaptive steganographic methods (HUGO,
S-UNIWARD) may show fundamentally different detectability
patterns in Al-generated images. Second, we examine only
diffusion-generated images from a single model (Imagen 4);
GAN-based, VAE-based, or other diffusion architectures may
exhibit distinct statistical properties. Third, our steganalysis
employs only classical statistical methods (chi-square, RS);
modern deep learning-based detectors may perform very
differently and potentially reverse our findings. Fourth, our
dataset comprises only 10 images per category; larger-scale
studies are needed to confirm statistical robustness. Finally,
results are specific to the tested configuration and should not
be extrapolated to claim general superiority or inferiority of
Al-generated images for steganography.

B. Future Directions

Promising directions for future research include:

o Adaptive Embedding: Test modern adaptive schemes
(HUGO, WOW, S-UNIWARD) on Al images with
detector-aware distortion control.

o Stronger Steganalysis: Add CNN/transformer stegana-
lyzers to resolve the gap between chi-square and RS.

o Generative Diversity: Evaluate GAN/SD/Imagen vari-
ants to map provenance-dependent detectability.

« Noise Injection: Explore camera-noise emulation for Al
images to reduce chi-square sensitivity.

« Distribution Shift: Include platform recompression and
mixed natural/synthetic sets.



As generative Al continues to advance and synthetic media
becomes increasingly prevalent, understanding the security
implications for covert communication systems becomes crit-
ical. This work provides foundational insights into how im-
age provenance affects fundamental steganographic properties,
informing both the design of secure communication systems
and the development of effective detection mechanisms in the
synthetic media era.
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